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• “Cybercrime is one of greatest threats facing our 
country” U.S. Department of Justice 

• Deemed as the greatest transfer of wealth in history -
General Keith Alexander, former NSA Director and Commander of U.S. Cyber Command

• Epidemic – Not if, but when
– Businesses attacked an average of 16,856 times a year. IBM
– Annual global cost of cybercrime over $400 billion. MacAfee / 

Lloyd’s of London;  
– By 2019, there will be a shortfall of 1.5 /2.0 million people in the 

cybersecurity workforce. Symantec / UK House of Lords, Digital 
Skills Committee;
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The Threat



• Source and Motivation
– APT - Foreign State-Sponsored Espionage
– Cyber criminals
– “Hacktivists”/Terrorists 
– Internal Actors/employees

Mandiant report, 2013

• Theft of trade secrets or other intellectual property or 
confidential information, i.e. crown jewels

– Estimated loss at $250 billion a year. Symantec 2012.
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The Threat, Cont’d
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The Threat, Cont’d



• Bad news /good news
– Bad, worse, and some good

• Our study with the Ponemon Institute:
– Breaches involving critical confidential data have multi-million dollar 

consequences
– Yet, executives are more concerned with breaches triggering a 

notification
– Less than 48% of a company’s board is informed about protecting 

critical confidential data
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The Threat, Cont’d



• The most egregious recent attacks re: PII linked to 
APTs or groups sponsored by APTs:
– Office of Personal Management 

• 21.5 million people, including 6 million fingerprints and background check information

– Anthem, Premera Blue Cross

• Many attacks linked to the “Terracotta VPN”
– Used as undetectable platform of attack

• Yet, despite these threats, significant number of 
breaches are due to employee error
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The Threat, Cont’d



Activity U.S. Global

Notification cost $590,000 
(highest in world)

N/A

Post Breach Costs $1,720,000 
(highest in the world)

N/A

Cost Per Record $221 $158

Number of Records 29,611 23,834

Total Organizational Cost $7,000,000 $4,000,000

Root Cause of Attacks
• Malicious / Criminal:
• Human Error:

• 50%
• 23%

• 48%
• 25%
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Data Breach Costs – 2016 Ponemon
Study



• A legal issue disguised as an IT problem
– The decisions made on security infrastructure and access to 

information systems now turn to whether you are meeting the 
standard of care to protect data

– Legal obligations to secure data consist of “expanding set of laws, 
regulations, enforcement actions, common law duties, contracts, 
and self-regulatory regimes.” CA Data Breach Report, March 2016

• The standard of care applies to those entities who are not subject to a specific regulation

– Questions of “reasonable” or “appropriate” security

• Guidelines for standard of care: 
– NIST, CIS, ISO, FFIEC, FIPS, COBIT, a combination? 
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A Legal Standard of Care



• Obligations to protect and prevent

– Enforcement: State Attorneys General, SEC, FTC . . .
• State AGs can bring forward a lawsuit if an entity not compliant with state law to protect 

information of citizens for that state
• Compliance audits to see if reasonable steps taken to protect PII of state residents

– Laws: State laws, DFARS, HIPPA / HITECH, GLBA, FINRA, SOX 
etc . . . . 

– Contract: Standard & Poor’s, PCI Standards, contractual 
obligations, etc . . . .
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A Legal Standard of Care



Ø California:  Most extensive framework.

Ø Data Breach Notification Laws.

Ø Security of Personal Information.  California, 
Massachusetts and Illinois.

Ø Prescriptive legislation:  New York’s proposed 
cybersecurity law for the financial industry.
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State Laws – California 



• A “legal obligation to adopt appropriate security 
controls”

• Collecting or maintaining personal data of California 
residents = must have “reasonable security”

• March 2016: failure to comply with each of the 
applicable CIS 20 Critical Security Controls 
“constitutes a lack of reasonable security.”  

• Security measures required include:
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CA Security Requirements



• Inventory of authorized / unauthorized software and 
devices

• Strong configuration settings – no defaults
• Continuous vulnerability assessments
• Continues monitoring of audit logs
• Boundary defense 
• Data recovery
• “Strong” encryption
• Training
• Incident response
• Penetration testing
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CA Security Requirements



• SEC recently settled charges with R.T. Jones Capital 
– Failure to establish preventative cybersecurity procedures and 

policies and lack of periodic risk assessments 

– Even though attack was on third party hosting R.T. Jones records

• In June 2016, SEC fined Morgan Stanley with a 
$1MM fine:
– policies and procedures not reasonable because portals allowed 

employees to access confidential account information of customers
– No effective authorization modules to restrict access to data based 

on an employee’s business need (likely missed by a pen test)
– No audit or testing of authorization modules
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Public Companies – SEC Enforcement



• Cybersecurity for NYDFS regulated entities including: 
banks, lenders, money transmitters, insurance 
companies, etc . . . .

• Effective as of January 1, 2017
– 180 days to comply

• Must have cybersecurity program that:
– Identifies cyber risks
– Implement policies/procedures to protect unauthorized access
– Detection of cybersecurity events when they occur
– Responding to cybersecurity events and mitigating of harm
– Recovery and restoration of operations after event.
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New York Department of Financial 
Services



• What you are required to do:
– Written security policies – protecting information systems and non-

public data
• Broad definition of non-public data 

– CISO – reporting to the board at least bi-annually
• Exemption for smaller companies

– Minimum obligations for third party service providers
– Annual penetration testing
– Log access and audit trail
– Annual risk assessment
– Training of cybersecurity and non-cyber personnel
– Multi-factor authentication for accessing internal systems
– Destruction of nonpublic information that is no longer necessary
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New York Department of Financial 
Services



– Encryption – both in transit and at rest
• 1 year to implement if in transit
• 5 years to implement if at rest (as long as other “compensating controls” in place)

– Written incident response plan
– 72-hour reporting obligation

• After aware of incident
• Attack or even unsuccessful attempt
• “that has a reasonable likelihood of materially affecting the normal operation”
• Any notice to any other government agency must also be provided to Superintendent of NYDFS

– Annual certification of compliance by Chair of the board
• Also include written report detailing existing or future remedial efforts in addition to attacks or 

attempted attacks. 
• Maintain records supporting certification for 5 years
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New York Department of Financial 
Services



• Preventative assessments and post breach analysis 
are investigations – protect the investigation
– Essential where litigation anticipated or inevitable;

– Upjohn v. U.S. – for purpose of providing legal advise

– U.S. ex Rel. Barko v. KBR – Primary purpose test
• Doesn’t have to be the only purpose
• One of the significant purposes of the communication is to provide/obtain legal advice
• Primary purpose = obtaining/providing legal advice was one of significant purposes of 

communication

– Which hat do you, or your client’s in-house counsel wear? 
• Internal business operations vs. legal advice
• More susceptible to challenge and in camera review
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Attorney-Client Privilege



• Attorney-client & work-product privileges vary from 
state to state and country to country

– What you say in New York may be discoverable in Illinois – Sterling 
Finance

• Working with vendors
– Retaining consultants and public relations consultants
– Reports and recommendations
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Attorney-Client Privilege



• Typical breach life cycle
– Identify incident
– Terminate and contain source of attack or exposure
– Investigation of incident
– Preparation for disclosure
– Disclosure

• Not all breaches are created equal
– Varying level of complexity
– Varying degree of access
– Varying number of records at issue
– Some don’t involve access to PII
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Breach Consequences



• Loss of data and IP

• Exposing internal confidential data to law 
enforcement inspection and scrutiny

• Adverse impact on public opinion and confidence

• Potential denial of cyber policy coverage for subpar 
security measures

• Litigation
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Breach Consequences



• Current known security concerns relate to: 
– Security of the device itself
– Risk to enterprise systems

• Security challenges difficult for IoT devices:
– Companies making IoT devices, particularly with wearables, have 

inadequate experience in dealing with security issues 
• Not dominated by large tech companies as in computer market - security is an afterthought

– Inexpensive nature of most IoT devices - economically impractical 
to provide security patches or notification upon discovery of 
vulnerability after the sale

– Typically utilize unencrypted means to transmit information
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Security Concerns Related to IoT



• FTC on IoT devices: build security into devices 
from outset, not as an afterthought

Internet of Things, Privacy and Security in a Connected World, January 2015 FTC 
Staff Report, p. iii

– IoT products should implement reasonable security. 
– what constitutes reasonable security for a given device depends on 

a number of factors, including the amount and sensitivity of data 
collected and the costs of remedying the security vulnerabilities. 

– “We will continue to look for cases involving companies making IoT 
devices that, among other things, do not maintain reasonable 
security, make misrepresentations about their privacy practices . . .”

• State laws – California statute re: smart televisions
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IoT Security Challenges



• FTC – Three key IoT challenges 
– Ubiquitous data collection; 
– Potential for unexpected uses of consumer data that could have 

adverse consequences; and 
– Heightened security risks 

• FTC - Adopt “security by design”
– Security risk assessment as part of the design process; 
– Test security measures before launch; 
– Defaults – requiring consumers to change default in set-up process; 
– Encryption; 
– Monitor products throughout life cycle. 
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FTC Concerns & Recommendations



14. Is there an exclusion for an 
insured’s failure to follow 
minimum required practices?
• E.g., for insured’s failure to 

continuously implement the 
procedures and risk 
controls identified in the application for 
insurance and related materials?  

• If so, what procedures and risk 
controls were identified in the 
application for insurance?
− Columbia Cas. Co. v. Cottage Health 

System (C.D. Cal. 2015)

Insurance Coverage for Cyber Risks

24


